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Incident response 

Cyber intelligence 

Digital forensics 

Security architecture 

Identity management 

Compliance, controllership, IT 

management 

Investing in new talent & capabilities 

GE.com/InfoSec 



 
Fundamentals 



IR 

Evolution 

1 

2 

3 

4 

5 



What Examples 

Advanced 
Persistent  

Threat 

ÅAPT1 
 

Organized and state funded groups 
methodically infiltrating the 
enterprise 

Cybercrime 
ÅRBN Organized crime rings targeting 

individuals and corporations for 

financial gain 

Threats 

Threat type 

ÅAnonymous Highly visible attacks targeting 
large corporations and government 
agencies 

Hacktivism 



Kill Chain (KC) 
KC1- Reconnaissance: Collecting information 
and learning about the internal structure of the 
host organization  

Reconnaissance 

Weaponization 

Exploit 

Delivery 

Installation 

Command & 
Control (C2) 

Actions on Intent 

KC2- Weaponization: How the attacker packages 
the threat for delivery  

KC3- Delivery: The actual delivery of the threat (via 
email, web, USB, etc.)  

KC4- Exploitation: Once the host is compromised, the 
attacker can take advantage and conduct further attacks  

KC5- Installation: Installing the actual malware, for 
example  

KC6- Command & Control: Setting up controls so the 
attacker can have future access to the hostòs network  

KC7- Actions on Intent: The attacker meets his/her goal (e.g. 
stealing information, gaining elevated privileges or damaging the 
host completely)  
 



Identify Scope 
   Ticket management 

 Prioritize Risks 
 Live Response status 
Network log data   

Impact (data movement) 
Indicators for new 
signatures 

Incident Response process (DCAR+I) 

Tool Alerts 

Reporting 

Å Actors 

Å Methods 

Å Movement 

ÅAccounts 

 

Å Rebuild host 

Å Reset passwords 

Å Task Force 
countermeasures 

 

Å Contain Host 

Å Acquire Forensic 
Evidence 

Å NSM 

Å SIEM 

Å AV/HIPS 

Detect Contain & 
Collect 

Analyze Remediate 

Intel 



IR measured cycle times 

How fast did 
we find it? 

How fast did 

we respond 
to it? 

How fast did 
we fix it? 

DWT + CNT   = Time of unauthorized access to asset 

Event 

ÅEvent (Event Time) 

Event 
Analysis 

ÅTriage (Detect Time) 

Report 

ÅReport (Report Time) 

Contain 

ÅIR Actions (Contain Time) 

Remediate 

ÅRemediation/Task Force 
(Remediation Time)  
   

Dwell Time  

(DWT) 

Contain Time 
(CNT) 

Strategic Remediate Time 
(SRT) 

Business Impact Time  
(BIT) 



Workflow & knowledge management 


